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Change

“[P]oliticians — and
judges for that matter —
should be wary of the
assumption that the
future will be little more
than an extension of
things as they are.”

Chief Justice Roberts
- from Jeffery Rosen, Roberts v. The Future, NY Times, Aug.
28,2005

Technology Revolutions of the
20t Century o
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CONSUMPTION SPREADS FASTER TODAY

Exponential Change

“An analysis of the history of
technology shows that
technological change is

exponential, contrary to the L
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common-sense ‘intuitive
linear’ view. So we won’t
experience 100 years of
progress in the 21t century —
it will be more like 20,000
years of progress (at today’s
rate).” — Ray Kurzweil
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Human Progress
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City of Ontario v. Quon
(2010)(Justice Kennedy)

» “The Court must proceed with care when considering the
whole concept of privacy expectations in communications
made on electronic equipment owned by a government
employer. The judiciary risks error by elaborating too fully
on the Fourth Amendment implications of emerging
technology before its role in society has become clear....
Prudence counsels caution before the facts in the instant
case are used to establish far-reaching premises that
define the existence, and extent, of privacy expectations
enjoyed by employees when using employer-provided
communication devices.... A broad holding concerning
employees’ privacy expectations vis-a-vis employer-
provided technological equipment might have
implications for future cases that cannot be predicted. Itis
preferable to dispose of this case on narrower grounds.”




Types of
Cases, Claims
& Defenses

9/25/2017

Genetic Predisposition To
Violence

Maltreatment
O Severe Maltreatment

Bradley Waldroup Case
(Tennessee 2010)

» Waldroup murdered his estranged
wife’s friend and tried to also murder
his wife

» Charged with felony murder, a
capital offense

» Tested positive for MAOA high risk
gene variant; suffered from early
childhood abuse

» Jury convicted him of voluntary
manslaughter rather than felony
murder




Drones

Managers are using drones to
monitor their employees

First Man Arrosted With Drone
Evidence Vows to Fight Case

Judge Dismisses Charges on Man Who
Shot Down Drone in Backyard
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When Should Your Driverless
Car From Google Be Allowed To
Kill You?

fighting citation with personal
(GPS Apps Might Give You Leverage in Fighting
éps RADAR [Traffic Tickets

REPORT: Parents of teen with speeding ticket
S daa

inre shaun Malone, Sonoma County
Commission (2007)




A Robot That Bought Drugs Online Is Now Free From
Police Custody
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“Is This Man Cheating on His Wife?”

WSJ, Aug. 10, 2007 -

‘While his wife, Sue, watches television in the living room,
Mr. Hoogestraat chats online with what appears on the
screen to be a tall, slim redhead. He's never met the woman
outside of the computer world of Second Life .... He's
never so much as spoken to her on the telephone. But their
relationship has taken on curiously real dimensions. They
own two dogs, pay a mortgage together and spend hours
shopping at the mall and taking long motorcycle rides

The woman he's legally wed to is not amused.
"It's really devastating," says Sue Hoogestraat,
... "You try to talk to someone or bring them a
drink, and they'll be having sex with a cartoon."

Voyeur Dorm (2001) S

Tampa Bay zoning ordinance prohibits adult
entertainment businesses in residential areas

v

» Voyeur Dorm is a house in an upscale Tampa residential
area that contains several college-age female residents
and dozens of live Web cams that transmit unvarnished
images 24 hours per day to thousands of subscribers

» 11t™ Circuit held that the company did not offer adult
entertainment in Tampa, but rather are offered in
cyberspace, and is therefore not subject to the Tampa
ordinance




Types of
Evidence
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New Types of Evidence

» Digital Discovery » Virtual Worlds
» Computers » Internet of Things
» Smart phones and » Data Analytics

devices

» Social Media > Wearables

» Genomics » Brain Scans

» Microbes » Biometrics

» GPS/Location Data » Artificial Intelligence

» Drones » Virtual Reality

Issues for Courts

Admissibility

Privacy

Fairness

Deception

4th Amendment

5t Amendment
Juror Understanding
Prejudice
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Presentation Logistics




GPS Evidence

» Police tracking of suspect location & Ve

» GPS device i/

» Cell phone v
Digital stalkers N OO RS
Divorce attorney tracking of spouses ’ ’
Monitoring of employees
Sex offenders
Bank robber
Speed limit enforcement/defense
GPS cameras (“geotagging”)
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Brain Scanning

» Potential legal applications
include:

Lie detection

Terrorist identification

Latent racial animus

Competency

Propensity for violence

Recidivism risk

Pain

Drug and alcohol use

Awareness in vegetative

state
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Brain Scanning Cases in
US Courts

Figure 1: Final Decisions by Year

Source: Gaudet & Marchant, Drake L. J. (2016)




BRAIN SCANS PREDICT WHICH
CRIMINALS ARE MOST LIRELY
T0 REOFFEND

Normal

Emotiot
Words
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Forget Pblice‘S‘(etcheW
Researchers Perfectly

Reconstruct Faces by

Reading Brainwaves

By Shally Fam

a nﬂn_ e Don't miss a trend
| sonaw |
Biometrics

Homeland Security News Wire

BIOMETRICS BORDER/IMMIG. BUSINESS CVBERSECURIT

PUBLICSAFETY PUBLICHEALTH REGIONAL SCI

A first: biometrics used to sentence
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Image of suspect in school aide’s 1992 slaying generated from His

DNA

[

By Crimesider Staff AP Seplember 29, 2016, 10:42 AM
Sex: Male o
Age: » Unknown
BodyMass:
Ancestry:
South Ad

Composits mage of the suspect in the 1992 slaying of Lisa Ziegert in Agawam, Mass
Genetics/Identification:

Fidelity National Title

»In small business dispute, one party ¥
and its lawyers received
threatening anonymous letters I - %3

»They suspected owner of other
company, but he denied it

»They deposed owner in their
lawyer’s office; clerk collected his
used drinking glass

»DNA obtained from drinking glass
matched DNA from saliva on
envelopes
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Genetic Data in Toxic Tort Litigation
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Molecular evolution in court: analysis of a large
hepatitis C virus outbreak from an evolving

source Anesthetist infected at

least 275 people (4
deaths) by skimming
morphine by injecting
himself before patient;

Rt 1

‘ ' jail after DNA proved
i
I

source
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sentenced to 1,933 yrs in

2 Candetas ¢ o SWC ology 013, N6

Dog Poop Detectives

e Xew ok Bimes vy i | Dog-doo scoffiaws get
| bagged through DNA
- ! testing
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A Forensic Approach to a Sidewalk Nuisance

Epigenetics

ScienceDaiy

Effects of Enironms
Through Generations

Don't blame
The iew theory that could the mothers
explain crime and violence in - B .
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Social Media/Mobile
Access

CALIFORNIA COURTS DEMAND TOTAL
ACCESS TO EMAIL AND SOCIAL MEDI
ACCOUNTS

2 Source: The Intercept

Discovery of Soclal-Media
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NATION, WORLD + SOCIETY
Predictive policing substantially reduces crime in Los
Angeles during months-long test

New surveillance cameras will use computer eyes to find ‘pre
crimes’ by detecting suspicious behaviour and calling for guards
o
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THE WALL STREETJOURNAL

LAW BLOG
Court: Judges Can Consider Predictive
Algorithms in Sentencing

By JOE PALAZZOLO
Jul 13, 2016 5:08 pm ET
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When Fitbit Is the Expert
Witnesa THE WALL STREET JOURNAL

Prosecutors Say Fithit Device Exposed Fibbing in Rape Case,
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Fitbit contradicts husband's story of wife's murder - police
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3D Printing

A New Weapon in the Trial Lawyer’s Arsenal :

o S e

For the Defense, Oct. 2016
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Bitcoin and Blockchain

echnologist

Could Blockehain Evidence Be Inadmissible?

Practice of La
ractice of Law berg
Law

Digital Fabrication

DIGITAL MANIPULATION AND
PHOTOGRAPHIC EVIDENCE
DEFRAUDING THE COURTS ONE
THOUSAND WORDS AT A TIME

FOUNDATIONS OF
DIGITAL EVIDENCE
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Researchers created fake footage of Obama speaking — and
the results are scary

This clip of
President
Obama
talking is fake

Changes to
the
Courtroom

» “You can call me radical, but it
seems to me that if we can see
the day in which the average TOMORROW'S
desktop machine has more LAWYERS
processing power than all of
humanity combined, then it
might be time for lawyers to
rethink some of their working
practices.” RICHARD SUSSKIND:

)
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Facial Recognition Technology Used in
Jury Consulting
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Reading Faces in All the Wrong Places:
Emotion Analytics Software in the
Courtroom

From privacy concerns to juror distraction, these are the issues that arise from applying
emotion analytics in the courtroom

Rick Martinez, Legaltech News

January 7, 2016

Most people know Facebook and Google can “read” a face and identify the person. Ne:
generation software goes much further: uncovering meods and emotions. Courts and trf
counsel alike should consider now the implications of possible courtroom use

THE YALE LAW JOURNAL

Machine Te
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SCIENTISTS WANT TO TAKE VIRTUAL REALITY TO
COURT

JURORS MAY ONE DAY VISIT CRIME SCENES USING FORENSIC HOLODECKS.

o Sarmn Facm
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FIND THE BEST ATTORNEY FOR YOUR DUI CASE.

PERCENT OF PEGPLE WHO AVOID A BUI CONVICTION

Ho Amsmey
Parcertage 1T

Judge Analytics
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Judge's Football Team
Loses, Juvenile Sentences
GoUp
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Hey Watson: Local judge first to use
IBM’s artificial intelligence on —
juvenile cases

Montgomery County’'s Capizzi teams with IBM to design
system for children’s court.

Replacing Courts?:
On Line Dispute Resolution

e Any issue, resolved.
—
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Conclusion
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“If facts are
changing, law

cannot be static.”
-Felix Frankfurter, The Zeitgeist N
and the Judiciary, Address at the  E8 : A
Harvard Law Review Twenty-fifth -
Anniversary Dinner (Mar. 30,
1912).

Conclusion: Advice from
“The Great One”

» “| skate to where
the puck is going
to be, not where
it has been.”

» Wayne Gretzky
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