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“There are those who have been hacked and realize it 
and those who have been hacked and haven’t” 
    John Hering,  
    Founder of Lookout Information Security  
    60 Minutes report - April 17, 2016 

“Cyber-Criminals move at the speed of light, but 
government moves at the speed of law”  
    Adam Palmer,  
    FireEye 

“WOW! I thought only my friends could read my 
Facebook posts  
    Those who say interesting things 
    on Facebook and wonder how  
    the media found out    
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• Georgia Department of Labor – 1,000 personnel 
records sent to wrong email address 

• Virginia Department of Human Resources – 13,000 
personnel records sent to wrong email address 
 

• Oregon Secretary of State – business/elections 
database hacked. February 2014 
 

• Oregon Department of Employment – 851,300 records 
compromised. October 2014 
 

• Maricopa Community College (MCC) – 2 million 
records compromised – April 2013 – cost 
$26,000,000.00 so far 
 
 

What we used to talk about 
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What a difference two 
(2) years make… 
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70 million individuals (partial name, mailing 
address, phone, email) 40 million credit / debit 
card 

56 million credit / debit cards 

143 million individuals (SS#, name, 
address, phone #, CC#’s) 

Yahoo – 1 Billion Users Hacked 

7 

78.8 million individuals (SS#’s, DOB, 
addresses, medical ID’s) 

Ransomware attack – no data loss 

http://www.google.com/url?url=http://thequickdoorhanger.com/slide/door-installation-kit/home-depot-logo/&rct=j&frm=1&q=&esrc=s&sa=U&ei=ugVYVJXZGJb6oQSEpYCAAg&ved=0CBYQ9QEwAA&usg=AFQjCNHrLE6pWjvciEhOP4k081tzHou3IQ


Why hack the courts? 
Everything is public, we have 
no money, we’re just not that 
exciting! 
 
Actually, you are exciting to hackers and 
those who want to disrupt the court. Or 
just because it is a challenge! 
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Nation States – National Crime Rings 

Data aggregators, Disrupters, Ransomware 
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http://www.google.com/url?url=http://www.enchantedlearning.com/asia/china/&rct=j&frm=1&q=&esrc=s&sa=U&ei=PBRZVOKnHYKyogSwl4DQCQ&ved=0CBgQ9QEwAQ&usg=AFQjCNFA6GwRVmvbc2slIcuWPvM_LDp6iQ
http://www.google.com/url?url=http://www.dcclothesline.com/2014/05/06/new-anonymous-message-barack-obama-see-see/&rct=j&frm=1&q=&esrc=s&sa=U&ei=0RRZVMy9K4KyogSwl4DQCQ&ved=0CBgQ9QEwAA&usg=AFQjCNE8Hk8H0M2qPsaGjRr5Q3I4PvJA_A
http://www.google.com/url?url=http://christopherteh.com/blog/2011/10/telemarketer/&rct=j&frm=1&q=&esrc=s&sa=U&ei=8RRZVIyiOYWzoQT9m4LwCQ&ved=0CDwQ9QEwEw&usg=AFQjCNGut5eixK6Vk7_fAejn-NvkgOPKfQ
http://www.google.com/url?url=http://www.operationworld.org/russ&rct=j&frm=1&q=&esrc=s&sa=U&ei=ThlZVOLJJIz1iQKvi4GADw&ved=0CBwQ9QEwAw&usg=AFQjCNESrY_lCx1fj4YDL3otegv_2RN51w
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This is how to be popular in 
Cybersecurity! 
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What can court leadership do? 
 

 
• Be the leader when it comes to CyberSecurity. Make it 

a priority and hold everyone accountable.  
 

• Identify court cybersecurity leaders and determine 
capabilities. Look to other government 
agencies/private contractors to augment existing 
resources.   
 

• Communicate often regarding the need to remain 
vigilant. Establish and/or annually review data security 
policies and procedures.   
 

• Establish a yearly judge/employee training program 
regarding CyberSecurity.  

 



13 

What can court leadership do? 
 

 
• Prepare a CyberSecurity action plan.  

 
• Ensure that system firewall settings are configured 

and adapted to keep your systems secure – review 
frequently. Review email security settings filtering 
malicious emails/attachments.  
 

• Have a software patch schedule for servers, storage, 
software, desktops, and hardware. Backup systems on 
a very frequent basis and have an off-site storage 
process.   
 

• Enhance password complexity and length 
(recommendation is minimum 15 characters – string of 
words with complexity), recommend changing every 
six (6) months.  
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What can court leadership do? 
 

 
• Encrypt mobile devices. 

 
• Run anti-virus scans on all desktop, laptops, and 

servers. Ensure that anti-virus software is updated on 
a regular basis.   
 

• Plan an external system penetration test. Yearly is 
recommended.  
 

• Do you offer “free or guest” Wi-Fi? If so, ensure that 
the “free or guest” Wi-Fi is not connected to your 
production system.   
 

• Be prepared to invest time, resources, and funding in 
technology staff training. 
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Information Security Costs? 
 

 
• Training can run about $10-15,000 per year per person 

(CISSP, CISM, CEH) 
• Software can run about $400,000 (Firewall, intrusion 

(endpoint) detection, external penetration testing, virus 
detection) 

• Backup systems $150,000 to $600,000 (tape, off-site) 
• Staff $$$ 

 
 

• Cell Phone cost 1979 - $0 
• Internet cost 1979 - $0 
• Cable TV cost 1979 - $0 
• Telephone cost 1979 - $20.00 per month 

 

For Comparison 
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Next??? 
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CONTACT INFORMATION: 
 

Bryant J. Baehr 
Chief Information Officer 

Oregon Judicial Department 
1163 State Street 

Salem, Oregon 97301 
 

503-986-4515 
 

Bryant.Baehr@OJD.STATE.OR.US 
 

mailto:Bryant.Baehr@OJD.STATE.OR.US
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